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What is a Business
Disaster?
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Severity = How Long
Normal Function
Remains Impossible
8¢ the Degree of
Impairment
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1 In 4 businesses

never re-open their
doors affer a disaster
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Photo by Amy Mogensen on Unsplash
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Natural Disasters

Deadly ice storm turns Atlanta into parking

thousands

e il

lines, creates flooding risk

Detroit snow record: A spring storm broke Detroit's 133.year-old record for snowlall totals: This
winter, Detroit got 94.8 inches of snow. topping the previous record from 1320-1881 by more than
an inch,

1 By David Beasley
REUTERS January 29, 2014 6:45 P

Swarm of Tornadoeé T;afs Across the
South

Dozens of twisters across
Mississippi, Alabama and
Tennessee pushed the
death toll from this week's
storms to at least 35 as the
system moves east

Updated 4:58 p.m. ET

Atleast 16 people were killed
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Embezzlement

= PF nec29.com HOME NEWS WEATHER SPORTS COMMUNITY INSIDE29 HEALTH

TOP STORY

Court Filing: $500K embezzled from Charlottesville law

b :)&3{5’.@‘

~44 A RATA VTSN il AT 2
A Chaclottesrille Law firm is out $300,000 a5 a result of an embexliement scheme pecpetrated by a former emplayee, according 1o federal court flings. (Saerce: wrir)

gy
teg)

By CJ Paschall | June 22, 2020 2t 10:06 PM EDT - Updated Juse 22 at 10:45 PM

CHARLOTTESVILLE, Va. (WVIR) - A Charlottesville law firm is out $500,000 dollars as a result of an
embezzlement scheme perpetrated by a former employee, according to federal court filings.

f
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Loss of Key Lawyer or Employee

Prestigious Lancaster law firm Hartman Underhill
& Brubaker is closing its doors

SUSAN BALDRIGE | Staff Writer Sep 4, 2015 ®(5)
£
L

Hartman Underhill & Brubaker, one of the largest and most prestigious law firms in Lancaster County, will dissolve after
nearly four decades in business, its managing partner said Thursday.

The announcement follows the exodus of several key attorneys, staff and clients in recent years and caught many in the
legal community — and even some at the East Chestnut Street firm — by surprise.

23

Theft

Thieves Leave Behind ‘White Sticky Goo’ After Law Firm Break-In

To have all of this happen in
such a safe and nice
community, it’s just very

shocking.

Attorneys wonder if law firm break-in was
politically motivated

MARTHA NEIL
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Data For Ransom

By Y. Peter Kang

‘Cryptolocker’ Virus Holding Law Firm

Law360, Los Angeles (March 9, 2015, 6:49 PM ET) -- A California law firm was the victim of
a “Cryptolocker” cyberattack in which unknown hackers attempted to hold data for ransom,
according to a notice recently filed with the California Attorney General's office.

Law Firm Pays $2500 to Get Data Back After
Ransomware Attack
Categories: ABA TECHSHOW

| fI¥ R in]

Thomas Brown of The Brown Firm in Florida was yet another victim of a
ransomware attack which encrypted his data, leaving him out of business and
without access to his data. The cybercriminals demanded $2500 in bitcoin for
the decryption key. The firm said that they had to pay up or lose all their data so
they paid up — and got the decryption key

Lawyerist.com EX

Home Topicsvy  Newsletter Law Firm Websites  Podcast  QBA Forum

Ransomware Hackers Hit Law Firm,

M Somes AMERICAN LAWYER
DLA Piper's Hack Attack Could Cost 'Millions'

Jomes Bovth, Leghl Week

Demand Bitcoin, Get Paid

By Sam Harden on February 1

26
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MOSSACK X FONSECA

Posgible Inside Job
by John Doe?

11


https://www.icij.org/investigations/panama-papers/20160506-john-doe-statement/

THE LAUNDROMAT

Critics Consensus

TOMATOMETER
Total Count: 165

The Laundromat misuses its incredible cast by taking a disappointingly blunt and
unfocused approach to dramatizing the reallife events that inspired it.

K 41% D 41%

AUDIENCE SCORE
User Ratings: 862

29
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MERYL GARY ANTONIO
STREEP OLDMAN BANDERAS
»

NETFLIX

i
LAUNDROMAT

BASED ON ACTUAL SECRETS

“ISUTIBES 27 SEPT || 18.0CT - *ATHYENSHtAREH

DLA PIPER

30
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I you see this text, then your files are no longer accessible
have been encrypted. Perhaps you are busy looking fou

files, but don’'t waste your time. Nobody can recover your
decryption service.

He guarantee that you can recover

all your files safely and easily. All you
need to do is submit the )

rayment and purchase the decryption key.

Please follow the instructions:

1. |Send $308 worth of Bitcoin /to following address:
1Mz7153HMuxXTuRZR1t 78nGSdzafAtNbBHX
Send your Bitcoin wallet ID and personal installation key to e-mail
wowsmith123456@posteo.net. Your personal installation key:

DH3THk-J4wFvR-UJInTap-25P6N5-Ligtsd-KfBUou-ATBDLy-HRmnxq-PFZkdb-cSHHRC

If you already purchased your key, please enter it below.

Data Loss or Disclosure

« Human Error

» Hardware Failure - Flaw or Defect
» Fire or Natural Disaster

« Temperature

» Virus / Ransomware / Malware

« Synchronization Issues

« Criminal Acts of Others (hackers, etc.)

* Malicious Acts of Employees

32
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How to Protect
Your Firm

w
w

8/16/20

Create & Rely on Electronic Files

-

SN A L Folder
Home  Share  View v e
T 10 » Folder v ¢ Search Fol
A -g=
/¢ Favorites 4 Unspecified (3)
B Desktop . Folder 1
& Downloads Folder 2
| Recent places Folder 3
. Pri Fil )
rivate Files 4 Tiny (0- 10KB) (2)
Archive 1.
%@ OneDrive Bare fve rer
| Documents gArchlve 2.rar
. Pictures 4 Empty (0KB) (4)
. Public @] Microsoft Word Document.docx
|& Image.bmp
+& Homegroup . Text 1.t
| Text2.txt
1% This PC
mu Desktop
“| Documents v
Qitems  4itemsselected Obytes  State: 38 Shared ==
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OUR OFF—SITE DOCUMENT
STORAGE COSTS ARE
GROWING OUT OF
CONTROL.

i

=

Dilbert.com DilbertCartoonist@gmail.com

AT THIS RATE, OUR
CORE BUSINESS CAN
BE SUMMARIZED AS

"PUT TREES IN JAIL.”

Ursversal Uckeh

12 ©2013 Scott Adams, Inc, Dwt by

7-19

THIS IS
WHEN YOU
SAY SOME—

THING WISE
AND HELPFUL.

TREES
ARE

JERKS.

(

35
Electronic Files Must Hold...
« Documents created internally i
« Documents received i ‘
 Email
 Email attachments
 Faxes =
« Notes |
36
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Apple MacBook Air - $999 (8GB RAM, 256GB SSD) Lenovo X1 Carbon - $1,085 (8GB RAM, 256GB SSD)

37

Think Savings. Think Lenovo. ’enOVOQ Eim

NISBA has teamed up with Lenovo, a global leader in the PC THOSE

L]
marketplace, to offer you savings on its entire line of reliable, high- mm

quality, secure and easy-to-use technology products and services. Save

up to 30 percent off the everyday public web price on everything you need for your home and office, including all
laptops, tablets, desktops, all-in-ones, workstations, servers, and accessories. This includes savings on a variety of top
products, including the award winning ThinkPad notebooks.

NISBA members also receive:

Free ground shipping on all web orders

Monthly limited time special offers

Access to energy-efficient green technologies
Access to dedicated and knowledgeable sales staff

For more information and easy ordering:

Call: 1.800.426.7235, ext. 3577 (M-F: 9am - 9pm EST, Sat: 9am - 5:30pm EST)
Visit us Here.

Experience the Lenovo difference! Be sure to check the website often — special offers change frequently.
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Mobile Communications
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Photo by Bretf Jordan on Unsplash
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Description
Whoe

How long?
Decisionse

Tools¢

Document Substantive Processes

Dissecting processes: How to create a
legal process improvement program

By Kim R. Craig, global director, legal
project management office, and Andrew
M. Baker, global director, legal technology
innovations office, Seyfarth Show

THE PRACTICE of law is o process. It may
be an incredibly complex process with
large number of variables, but it is a process
The complexity of some legal work can skew
practifioners’ views of what they do, causing
them 1o see the low largely as an ar, rather
than having some relation fo science.
Nevertheless, the general mindset in
law firms has started to change over the
past few years. Clients are focused on how
legal work is going fo be done. Processes
are relevant. As a result, a few law firms
are taking this process-<entric view of the
practice of law very seriously. Flowing
from that evolved view of legal work, firms
are beginning fo implement legal process
improvement (LPI) programs.

of experience, prediciability in spend, and
fransparency fo the atiomey-dient relationship.

The first key step is understanding the
current siate of a specific legal process. This
requires sitiing down with your legal teams
and getting a handle on a specific scope of
the work. Ask yourselves questions like:

® What tasks make up this type of work?

Who handles those tasks2

B What precedential materials and tools
are used in a given fask?

B How much fime is necessary to execute
a specific task?

B What decisions do we have fo make?

It all needs to be catalogued and made
digestible for those who are not experts in
the area.

At Seyfarth Shaw, this is done through
process mapping exercises. First, a particular
piece of legal work is pinpointed for the

43

Accounting (run invoices, post

Document Administrative Processes

payments, bank reconciliation, pay bills,

etc.)

Payroll

Benefits (retirement plan, health

insurance, life insurance, etc.)

Taxes (retirement plan, health insurance,

life insurance, etc.)

44
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3-2-1 Backup Rules

No Excuses - Every Day 1 Off-Site
Should be Unattended
Check the Log

Off-Site Storage

Run Test Restores

Have a Secondary Method

2 Media Type

3 Backups

O 01 R 20 -

45

an opentext- company
170 3 COMPUTERS UP TO 25 COMPUTERS COMPUTERS + SERVERS
FROM FROM FROM
$6 / MONTH $24 / MONTH $50 / MONTH
billed annually billed annually billed annually
Feat
uuuuuuuuuuuuuuuuuu
pport, 7 d
nnnnnnnnnnnnnnnnnnnnnn Opti |
Remote file access to computer files v
EEEEEEE ion 128-bit 128-bit 128 or 256-bit
upport
Centralized management & admin controls
Image
Backup for databases & applications
Start home trial Start business trial Start business trial

46
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Photo by Serqiu Nista on Unsplash
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Don’t Just Protect
Against Data I.oss

You Must At
Against Dis¢losure

Spam Zombie

Phishing Site

Malware Download Site

Web Server Bot Activity
/

DDoS Extortion Zombie

\
Warez/Piracy Server \\ {\\_Click Fraud Zombie
1\
| \_Anonymization Proxy

Webmail Spam |
\ Onhne Gaming Credentials

Stranded Abroad Advance Scams | [
|
Harvesting E-mail Contacts \E Mail Attacks . Account Credenhals_Y Web Site FTP Credentials
f I
Harvesting Associated Accounts \.Skype/VolP Credentials
\_Client Side Encryption Certificates

Access to Corporate E-mail / /
/

Child Pornography Server /I ,/
Spam Site / \ CAPTCHA Solving Zombie
HACKED PC
|
_eBay/Paypal Fake Auctions

_Bank Account Data

Online Gaming Characters / \
\ [ credit card Data

Online Gaming Goods/Currency | / \
Virtual Goods / Financial Credentials
PC Game License Keys }—’— Stock Trading Account
' Mutual Fund/401k Account

Operating System License Key /

Facebook (‘ Fake Antivirus

Twitter | \ ( Ransomware
Reputation Hijacking / \ Hostage Attacks
Linkedin _Email Account Ransom
Google+ ) Webcam Image Extortion

48
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Your messages, calendar Commercial Email

Your Google/Skype Chats \ Phishing, Malware
Your photos Privacy Spam é Stranded Abroad Scam
Call records (+mobile acct) f Facebook, Twitter Spam
Your Location (+mobilefitunes) \ Email Signature Spam

 Hacked Email ) .
Email, Chat contacts

Facebook, Twitter, Tumbler

‘ File hosting accounts
Harvesting Google Docs, MS Drive
§ Dropbox, Box.com
f Software License Keys

Forwarded Works Docs

Macys, Amazon, Walmart
iTunes, Skype, Bestbuy Retail Resale

Spotify, Hulu+, Netflix
Origin, Steam, Crossfire

Bank accounts

Forwarded Work Email
Fedex, UPS, Pitney Bowes Acct

Email Acct. Ransom

Financial Employment

Change of Billing

Salesforce, ADP Accounts

Cyberheist Lure

49

Photo by Iingey Injury Law Firm on Unsplash

Rules of Professional
Conduct

)]
~
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RPC 1.6(a) - Confidentiality

A lawyer shall not reveal information
relating to the representation of a
client unless the client consents after
consultation, except for (1) disclosures
that are impliedly authorized in order
to carry out the representation, (2)
disclosures of information that is
generally known,

68

RPC 1.6(f) - Confidentiality

A lawyer shall make reasonable efforts
to prevent the inadvertent or
unauthorized disclosure of, or
unauthorized access to, information
relating to the representation of a
client.

69
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RPC 1.6 - Comment

Paragraph (f) requires a lawyer to act
competently to safeguard information,
including electronically stored information,
relating to the representation of a client
against unauthorized access by third
parties and against inadvertent or
unauthorized disclosure by the lawyer or
other persons or entities who are
participating in the representation of the
client or who are subject to the lawyer's
supervision...

70

RPC 1.6 - Comment (cont.)

The unauthorized access to, or the inadvertent or
unauthorized disclosure of, confidential information
relating to the representation of a client does not
constitute a violation of paragraph (f) if the lawyer has
made reasonable efforts to prevent the access or
disclosure. Factors to be considered in determining the
reasonableness of the lawyer's efforts include, but are not
limited to, the sensitivity of the information, the likelihood
of disclosure if additional safeguards are not employed,
the cost of employing additional safeguards, the difficulty
of implementing the safeguards, and the extent to which
the safeguards adversely affect the lawyer’s ability to
represent clients (e.g., by making a device or important
piece of software excessively difficult to use)....

71
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RPC 1.6 - Comment (cont.)

...A client may require the lawyer to
Implement special security measures
not required by this Rule or may give
informed consent in writing to forgo
security measures that would
otherwise be required by this Rule...

72

Rule 5.1 — Responsibilities

(a)  Every law firm, government entity, and organization
authorized by the Court Rules to practice law in this
jurisdiction shall make reasonable efforts to ensure that
member lawyers or lawyers otherwise participating in the
organization's work undertake measures giving
reasonable assurance that all lawyers conform to the
Rules of Professional Conduct.

(b)  Alawyer having direct supervisory authority over
another lawyer shall make reasonable efforts to ensure
that the other lawyer conforms to the Rules of Professional

Conduct.

73

25



8/16/20

Rule 5.1 - Responsibilities

(c) A lawyer shall be responsible for another lawyer’s
violation of the Rules of Professional Conduct if:

(1) the lawyer orders or ratifies the conduct
involved; or

(2) the lawyer having direct supervisory authority
over the other lawyer knows of the conduct at a time
when its consequences can be avoided or mitigated but
fails fo fake reasonable remedial action.

74

Rule 5.3 - Nonlawyer Assistance

With respect to a nonlawyer employed or retained by or
associated with a lawyer:

(a) every lawyer, law firm or organization authorized by
the Court Rules to practice law in this jurisdiction shall
adopt and maintain reasonable efforts to ensure that the
conduct of nonlawyers retained or employed by the
lawyer, law firm or organization is compatible with the
professional obligations of the lawyer.

75
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(b) alawyer having direct supervisory
authority over the nonlawyer shall
make reasonable efforts to ensure
that the person’s conduct is
compatible with the professional
obligations of the lawyer; and

Rule 5.4 — Nonlawyer Assistance

76

(c) a lawyer shall be responsible for conduct of such a
person that would be a violation of the Rules of Professional
Conduct if engaged in by a lawyer if:

(1) the lawyer orders or ratifies the conduct involved; or

(2) the lawyer has direct supervisory authority over the
person and knows of the conduct at a time when its
consequences can be avoided or mitigated but fails to take
reasonable remedial action; or

(3) the lawyer has failed to make reasonable
investigation of circumstances that would disclose past
instances of conduct by the nonlawyer incompatible with the
professional obligations of a lawyer, which evidence a
propensity for such conduct.

Rule 5.3 - Nonlawyer Assistance

77
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What Constitutes...

Reasonable Efforts

Acting Competently

THE WALL STREET JOURNAL.

Hackers Breach Law Firms, Including Cravath and Weil Gotshal

78

Confidentiality

Information is Either Confidential or Not
(It's Not a 1 to 10 Scale)

Lawyers are Not Qualified to Judge
Sensitivity of Client Data or Likelihood of
Disclosure

If lawyers find it too expensive or difficult
to protect client data, then they
shouldn’t be in possession of if.

79
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Photo by Qnlineprinters on Unsplash

No Reasonable
Explanation of
Privacy in Email

0]
o

Ask Your Clients...

me:F
Sent:

To:

Subject: Re:

First, | am hugely concermned by the total disregard by your office for my confidential personally identifiable information (PII) contained in this document
unsecured, unencrypted and dallied about the Intemet in plain text. This is a flagrant disregard for privacy laws and has exposed me to potential identity
theft

I must instruct you to immediately cease and desist. You are not to expose my full contact information, date of birth and social security number to the
Internet again for any purpose. You are to immediately take every reasonable commercially available precaution to protect my Pl from misuse

If you do not know or understand your privacy violations in this matter, please contact me separately.

Do not share this document with anyone - including me - via the Internet, including email transmissions, without either 1) removing confidential Pll, and/or
2) encrypting these contents to commercially reasonable levels

|
I < et of Interrogatories.DOCX

81
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Ignorance is No Defense...

Most States Now Require Tech Competence for Lawyers.
What Does That Mean For You?

February 9, 2017 by Sarah Andropoulos

Conclusions

The constantly evolving world of technology may seem like an overwhelming new frontier, especially as it relates to
the already complex ethical rules that attorneys must follow. The challenge of complying with new ethics and
technology standards can seem even more difficult given the somewhat general wording of applicable rules.
However, and while the discussion above does not provide an exhaustive guide to compliance in this area, the clear
takeaway for today's lawyers is that they will be unable to claim ignorance in the event of a technology-related ethical
lapse, and must undertake reasonable efforts to use technology in a manner that is consistent with their professional

responsibilities.

82

Reasonable Steps

You need to understand
the risks & benefits of relevant technology.

1:38-7. Confidential Personal Identifiers

(a) Definition of Confidential Personal Identifiers. A confidential personal identifier
is a Social Security number, driver's license number, vehicle plate number, insurance
policy number, active financial account number, or active credit card number, or
information as to an individual’s military status.

(e) Redaction of Required Personal Identifiers. When confidential personal
identifiers as defined in R. 1:38-7(a) are required by statute, rule, or court order to be
included in documents or pleadings, such identifiers shall be redacted before public
inspection is permitted. This redaction requirement, however, does not apply to driver's
license numbers that the New Jersey Motor Vehicle Commission requires in documents
pertaining to the suspension and reinstatement of licenses.

83
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Reasonable Steps (cont.)
« Do you have the right
software?

 Are the instructions written
downe

« Does the person doing it
know how?e

84

Reasonable Steps (cont.)

If you're a supervising lawyer,
yOuU must ensure that:

« All subordinate lawyers are
following protocol (Rule 5.1)

« All non lawyers associated
with you are following
protocol (Rule 5.3)

85
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PDF Files are Editable

Not Changeable...
Only if You Lock Them.

Permissions

[] Restrict editing and printing of the document. A password will be required in order to change these permission settings.

Change Permissions Password: |"'""”"1
Printing Allowed: | None -
Changes Allowed: [Commenting,fillinginformfields,andsigningexistingsignaturefields v] |

[] Enable copying of text, images, and other content

[] Enable text access for screen reader devices for the visually impaired

87
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Reasonable Steps (cont.)

Tech Competency Training:

* How to remove metadata from a Word file
+ How fo redact something on a PDF

* How torun aredline

* How to e-file

* How to Bates number documents

+ How to edit complex documents

+ How to conduct electronic legal research

* How to look up information on internal systems

88

some Statistics

Percentage of lawyers who use mobile devices for law-
related tasks while away from primary workplace:

* 91% use a smartphone
* 49% use a tablet
» 84% use a laptop

89
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Cell Phones

36% of people have lost a smartphone due

to theft or carelessness

HOW PHONES ARE
MOST COMMONLY
STOLEN

90

Encryption Defined

Encryption is the process of converting data to an
unrecognizable or 'encrypted' form. It is commonly used
to protect sensitive information so that only authorized
parties can view it. This includes files and storage devices,
as well as data transferred over wireless networks and the
Internet.

An encrypted file will appear scrambled to anyone who
tries to view it. It must be decrypted in order to be
recognized. Some encrypted files require a password to
open, while others require a private key, which can be
used to unlock files associated with the key.

91
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Lockdown Your Phone

» Enable Encryption

* Anti-Malware software

* Lookout
+ Kaspersky
+ McAfee

» Geo-Locate & Remote Wipe

» Backup Your Data

92

Free “Find My”

Google
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https://support.apple.com/explore/find-my
https://www.google.com/android/find?u=0
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Drive Encryption

Laptops with Built-In Security

&

//@)”'\\ L~ ) N

7
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https://support.apple.com/en-us/HT204837
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-overview
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Notebook Locks

T

Qritv-k

yrtv-produycis/device:

prodycts/technology-device-:

o

kKensingion

hifoss

Asset / Recovery Tags

'/ABSOLUTE HOME &OFFICE Features  Products Solutions Partners  Theft Recovery  Support ll;.',{’[‘uj- \ Q

A deeper level of protection. A higher level of
confidence.

That's what you get with the only security solution that both
locates your missing device and gets it back to you. And it's

virtually tamper-proof. Our patented Persistence technology
can survive a factory reset or hard wipe.

97
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https://www.kensington.com/c/products/technology-device-security-products/device-security-keyed-locks/?srt=relevance
https://homeoffice.absolute.com/features/
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sset / Recovery Tags

- PACKS LUGGAGE KEYS MOBILE TOUCH-AID Q w
& Returnie
STORE

Englan -

ReturnMe Packs

Protect more of your items with ReturnMe packs, which bundle many of our most popular recovery tags while offering you

valuable savings.

Gadget Pack - $19.99 Starter Pack - $19.99 Travel Pack - $59.99

g g
= = @& /)‘Q!

= D

O

L3

4 AQ7 &1

-us/gll3m.
23056+,

moan
348711017+

m.com/3M/en U
+8710:

2N=50023;

hifpss
Rrodych

3M Privacy Screens

Filter Results By

Product Family -

Framed Black Privacy (13) o

Gold vy (31 Privacy Products
Migh Clarty Privacy Fier (26)

Black Privacy (167) 3M Privacy Products help protect your confidentisl information from visual
Anti-Glare (3) packers.
Uitra-Cleae (5) Find o product thatits your device >

250 Results
o .

|

Device Type -
Monitors (94)
Laptops (60)
Tablets (16)
Smartphones (21)

Science. Applied to keeping visual hackers in the dark. g
Help keep login credentials, payroll information and other sensitive data private with 3M™
Privacy Products. Innovative technology from 3M prevants visus! hackers from stealing sideways

glances at your screen, while providing 8 crisp, clear view for intended users.

« Ingenious microlouver technology “blacks out” side views

« Crisp, cloan image clarity when directly in front of the screen

o Available for most devices, brands and screen sizes

Ad d privacy. Enh d clarity.

Xe]
Vo]
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https://returnmetags.com/
https://www.3m.com/3M/en_US/company-us/all-3m-products/?N=5002385+8710873+8711017+8725356+3294857497&rt=r3
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CARBONITE®

an opentext- company
170 3 COMPUTERS
FROM
$6 / MONTH
billed annually

Features
Automatic cloud backup v

a g support, 7 days/ v
External Hard Drive backup Optional
Remote file access to computer files v
Encryption 128-bit

FERPA, GLBA & HIPAA support

Centralized management & admin controls

Image Backup and Bare Metal Restore

Backup for databases & applications

Start home trial

UP TO 25 COMPUTERS
FROM

$24 / MONTH

billed annually

128-bit

Start business trial

COMPUTERS + SERVERS
FROM

$50 / MONTH

billed annually

<

v
v

128 or 256-bit
v

v

v

v

Start business trial

100

lastpass.com

hitps//1password.com AND nitps://

LastPass .-l

=
o
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https://www.carbonite.com/backup-software/buy-carbonite-safe
https://1password.com/
https://www.lastpass.com/
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Password Managers

Too many passwords and logons to
track
Strong passwords

Use different passwords for different
services

Holds credit cards
Holds any kind of personal info

102

Don’t Share Files
via BEmail

103
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https://abovethelaw.com/2020/07/the-simple-practice-inexpensively-keeping-your-computer-safe/?rf=1
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Pick a Cloud, Any Cloud to Share

104

Encrypt Your Cloud
b~

)/
~4 boxcryptor

> Sookasa

105
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https://www.boxcryptor.com/en/
https://www.sookasa.com/
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sharefile.com

httos://

Best to Track File Sharing

@ShareFilé

106

Citrix ShareFile 10 percent discount for life

Citrix ShareFile is a cloud-based storage service offering fast, easy and secure file ciTRlxr
sharing on any device anywhere. This customizable solution integrates with tools -3

you already use and provides law firms of all sizes with unlimited storage, instant ‘ .
notification and access to files from any smartphone or tablet with a secure a re F I e
mobile app. Robust tracking and reporting features let you know and control who ‘

is viewing your files and when. To save time and money, use Citrix ShareFile.

New Jersey State Bar Association members receive a 10 percent discount for life with ShareFile, as well as:

Free 30-day trial
Live one-on-one web demo

24/7 customer support via phone or email

Click here to visit us and for more information

42


https://www.sharefile.com/
https://tcms.njsba.com/personifyebusiness/Members/MemberBenefits/BusinessandPractice.aspx
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Wireless Encryption

0 Encuvnlnec & Follow
Wife wrote a shopping list and entrusted my
Syo to deliver it to me. #infosecmetaphors

1736 fecweets 63 Li: DOORO o YO E

108

VPN

(E= encryptme”

109
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https://encrypt.me/
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Additional Tips

« Don’'t share your computer with
anyone.

« Don’'t work in a public area.
« Don't go to strange websites.

* Do purchase malware protection.

110

(Brian) Krebs on Security

e

111
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https://abovethelaw.com/2020/07/the-simple-practice-inexpensively-keeping-your-computer-safe/?rf=1
https://krebsonsecurity.com/about/
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—rules-for-online-safet

ritv.com/2011/05/krebss-3-basic

hitps://krebsonsecy

Kreb’s 3 Basic Rules
for Online Safety

112

Three Rules
1.1f you didn't go looking for it, don't
install if!

2.1f you installed it, update it...
especially for Windows and macQOS

3.1f you no longer need it, remove it.

113
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https://krebsonsecurity.com/2011/05/krebss-3-basic-rules-for-online-safety/
https://krebsonsecurity.com/2011/05/krebss-3-basic-rules-for-online-safety/
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NATION

NEW YORK TIMES BESTSELLER

THE INSIDE STORY OF
ORGANIZED CYBERCRIME—FROM GLOBAL
EPIDEMIC TO YOUR FRONT DOOR

BRIAN KREBS

114

Photo by William White on Unsplash
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https://unsplash.com/@wrwhite3?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/free?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Encrypt with Microsoft Wor

<
9
: © Info
3
2 -
o (R) Home
<
I
& [f] New
4 e Protect Document
L% Control what types of changes pe
g Protect
9 Document ¥
e
- l / Always Open Read-Only
g Save | () Prevent accidental changes by asking
3 V readers to opt-in to editing.
o
4 Save As E Encrypt with Password
; L4 Password-protect this document
2 Save as Adobe
POF [m Restrict Editing

= 4 ] Control the types of changes others
E Save As Nuance can make
A4 PDF

I [b, Restrict Access 1
E =) Grant people access while removing >
3 Print their ability to edit, copy, or print.
94 igital Si
: g Share D :dd a Digital Signature

] 1 Ensure the integrity of the document
5 by adding an invisible digital signature
99 Export
E : I:H Mark as Final '
A9 Let readers know the document is
49 Transform final
o

A

U &DIB

vLvI=ACIOPI¢

[OSUbRet& DT

Encrypt with Adobe Acroba

e o a WSJ

WSJs-

Home  Tools I WSJs-Tech-Guide... xl
% ® 8 Q O8N /= K & O

l I Protect [ha Protect Using Password
J(lf\)

AT
t
v

Protect & Stan

Protect Using Password

Requires user to enter a password for:

© Viewing

O ) Editing

Type Password
Protect

Re-typa Password

Customize

Advanced Options v
Create Custom
Tool
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https://support.microsoft.com/en-us/office/protect-a-document-with-a-password-05084cc3-300d-4c1a-8416-38d3e37d6826
https://acrobat.adobe.com/us/en/acrobat/how-to/pdf-file-password-permissions.html?trackingid=KRRVA&trackingid=QYL4P47F&DTProd=ProSubRet&DTServLvl=AcroProSub&DTBizSource=CCM

8/16/20

2-Factor Authentication

Requires 2 authentication factors to
verify identity

+ Knowledge factors — something
you know

« Possession factors — ID card,
security token or smartphone

g
 |Inherence factors — biometrics
J:
1£18
2-Factor Authentication
(https://twofactorauth.ors)
s & & & 8
BBBBBB e . i
2 S 2
S
2
1£19 lllllllll
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https://www.sharefile.com/
https://www.sharefile.com/
https://twofactorauth.org/
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Bd

TAKE CONTROL OF

WORKING
FROM HOME
TEMPORARILY

by GLENN FLEISHMAN

Build productivity amid sudden change
Take Control of
Working from Home Temporarily

Glenn Fleishman

We're in a time of unprecedented uncertainty. In the middle of a global viral outbreak, you
were told or asked to work from home—and you've never or rarely had to be productive
where you live before. What to do? We're here to take some stress out of your life with a
new, free book that details how to set up a home office and balance work and home life for
those not accustomed to it.

All Take Control books are delivered in three ebook formats—PDF, EPUB, and Mobipocket
(Kindle)}—and can be read on nearly any device.

Free!

https://www.takecontrolbooks.com/working-from-home/

120

wirecutter

A New York Times Company

https://www.nytimes.com/wirecutter/
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Jeffrey R. Schoenberger

Jjschoenber:

erger@affinityconsulting.com
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