
SMART BUSINESS STRATEGIES FOR THE LEGAL WORLD.

EXPERIENCED. CREATIVE. CONNECTED.

Security is Only as Good as 

the Weakest Link
Presented By: Danielle DavisRoe, Esq.

ddavisroe@affinityconsulting.com



https://tcms.njsba.com/PersonifyEbusiness/Resources/PracticeHQ.aspx


THE MODERN LANDSCAPE



What Has Changed in the Last 15 

Years?



Speed



Electronic Resources



Electronic Forms - Federal
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Data Loss or Disclosure

https://unsplash.com/@bermixstudio?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/crime?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText










Data Loss or Disclosure

• Human Error

• Hardware Failure - Flaw or Defect

• Fire or Natural Disaster

• Temperature

• Virus / Ransomware / Malware

• Synchronization Issues

• Criminal Acts of Others (hackers, etc.)

• Malicious Acts of Employees



Deal With Incredible Amounts of Electronic Data

Today’s Lawyers



You Normally Work Out of an Office
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https://unsplash.com/@steve3p_0?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/work-outside?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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https://unsplash.com/@chappelldigitalmarketing?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/work-outside?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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https://unsplash.com/@sejadisruptivo?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/work-outside?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Now?
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Rules of Professional 

Conduct

https://unsplash.com/@tingeyinjurylawfirm?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/rule?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


RPC 1.6(a) – Confidentiality

A lawyer shall not reveal information 

relating to the representation of a 

client unless the client consents after 

consultation, except for (1) disclosures 

that are impliedly authorized in order 

to carry out the representation, (2) 

disclosures of information that is 

generally known,



RPC 1.6(f) – Confidentiality

A lawyer shall make reasonable efforts

to prevent the inadvertent or 

unauthorized disclosure of, or 

unauthorized access to, information 

relating to the representation of a 

client.



RPC 1.6 – Comment

Paragraph (f) requires a lawyer to act 

competently to safeguard information, 

including electronically stored information, 

relating to the representation of a client 

against unauthorized access by third 

parties and against inadvertent or 

unauthorized disclosure by the lawyer or 

other persons or entities who are 

participating in the representation of the 

client or who are subject to the lawyer’s 

supervision…



RPC 1.6 – Comment (cont.)

The unauthorized access to, or the inadvertent or 

unauthorized disclosure of, confidential information 

relating to the representation of a client does not 

constitute a violation of paragraph (f) if the lawyer has 

made reasonable efforts to prevent the access or 

disclosure. Factors to be considered in determining the 

reasonableness of the lawyer’s efforts include, but are not 

limited to, the sensitivity of the information, the likelihood 

of disclosure if additional safeguards are not employed, 

the cost of employing additional safeguards, the difficulty 

of implementing the safeguards, and the extent to which 

the safeguards adversely affect the lawyer’s ability to 

represent clients (e.g., by making a device or important 

piece of software excessively difficult to use).…



RPC 1.6 – Comment (cont.)

…A client may require the lawyer to 

implement special security measures 

not required by this Rule or may give 

informed consent in writing to forgo 

security measures that would 

otherwise be required by this Rule…



Rule 5.1 – Responsibilities

(a) Every law firm, government entity, and organization 

authorized by the Court Rules to practice law in this 

jurisdiction shall make reasonable efforts to ensure that 

member lawyers or lawyers otherwise participating in the 

organization's work undertake measures giving 

reasonable assurance that all lawyers conform to the 

Rules of Professional Conduct.

(b) A lawyer having direct supervisory authority over 

another lawyer shall make reasonable efforts to ensure 

that the other lawyer conforms to the Rules of Professional 

Conduct.



Rule 5.1 – Responsibilities

(c) A lawyer shall be responsible for another lawyer’s 

violation of the Rules of Professional Conduct if:

(1) the lawyer orders or ratifies the conduct 

involved; or

(2) the lawyer having direct supervisory authority 

over the other lawyer knows of the conduct at a time 

when its consequences can be avoided or mitigated but 

fails to take reasonable remedial action.



Rule 5.3 – Nonlawyer Assistance

With respect to a nonlawyer employed or retained by or 

associated with a lawyer:

(a) every lawyer, law firm or organization authorized by 

the Court Rules to practice law in this jurisdiction shall 

adopt and maintain reasonable efforts to ensure that the 

conduct of nonlawyers retained or employed by the 

lawyer, law firm or organization is compatible with the 

professional obligations of the lawyer.



Rule 5.3 – Nonlawyer Assistance

(b) a lawyer having direct supervisory 

authority over the nonlawyer shall 

make reasonable efforts to ensure 

that the person’s conduct is 

compatible with the professional 

obligations of the lawyer; and



Rule 5.3 – Nonlawyer Assistance
(c) a lawyer shall be responsible for conduct of such a 
person that would be a violation of the Rules of Professional 
Conduct if engaged in by a lawyer if:

(1) the lawyer orders or ratifies the conduct involved; or

(2) the lawyer has direct supervisory authority over the 
person and knows of the conduct at a time when its 
consequences can be avoided or mitigated but fails to take 
reasonable remedial action; or

(3) the lawyer has failed to make reasonable 
investigation of circumstances that would disclose past 
instances of conduct by the nonlawyer incompatible with the 
professional obligations of a lawyer, which evidence a 
propensity for such conduct.



What Constitutes…

• Reasonable Efforts

• Acting Competently



Confidentiality

• Information is Either Confidential or Not

(It’s Not a 1 to 10 Scale)

• Lawyers are Not Qualified to Judge 

Sensitivity of Client Data or Likelihood of 

Disclosure

• If lawyers find it too expensive or difficult 

to protect client data, then they 

shouldn’t be in possession of it.
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No Reasonable 

Expectation of 

Privacy in Email

https://unsplash.com/@onlineprinters?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/email?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Ask Your Clients…



Ignorance is No Defense…



Reasonable Steps

You need to understand

the risks & benefits of relevant technology.



Reasonable Steps (cont.)

• Do you have the right 

software?

• Are the instructions written 

down?

• Does the person doing it 

know how?



Reasonable Steps (cont.)

If you’re a supervising lawyer, 

you must ensure that:

• All subordinate lawyers are 

following protocol (Rule 5.1)

• All non lawyers associated 

with you are following 

protocol (Rule 5.3)





PDF Files are Editable

Not Changeable…

Only if You Lock Them.



Reasonable Steps (cont.)

Tech Competency Training:

• How to remove metadata from a Word file

• How to redact something on a PDF

• How to run a redline

• How to e-file

• How to Bates number documents

• How to edit complex documents

• How to conduct electronic legal research

• How to look up information on internal systems



Some Statistics

Percentage of lawyers who use mobile devices for law-

related tasks while away from primary workplace:

• 91% use a smartphone

• 49% use a tablet

• 84% use a laptop



Cell Phones

36% of people have lost a smartphone due 

to theft or carelessness



Encryption Defined

Encryption is the process of converting data to an 

unrecognizable or 'encrypted' form. It is commonly used 

to protect sensitive information so that only authorized 

parties can view it. This includes files and storage devices, 

as well as data transferred over wireless networks and the 

Internet.

…

An encrypted file will appear scrambled to anyone who 

tries to view it. It must be decrypted in order to be 

recognized. Some encrypted files require a password to 

open, while others require a private key, which can be 

used to unlock files associated with the key.



RECOMMENDATIONS



New Jersey Breach Notification Law

• PL 2109, c.95

Personal information includes:

• Social Security number.
• Driver's license number or state-identification card number.
• Account number or credit or debit card number, in combination 

with any required security code, access code or password that 
would permit access to an individual's financial account.

• User name, email address, or any other account holder identifying 
information, in combination with any password or security 
question and answer that would access to an online account.



New Jersey Breach Notification Law

Notice may be provided by one of the following methods:

• Written notice; or

• Electronic notice, if the notice provided is consistent with the 
provisions regarding electronic records and signatures set forth in 
15 U.S.C. § 7001 (E-SIGN Act).

• For breaches involving online account credentials only, in 
“electronic or other form.”

• Except for breaches involving credentials for an email account, 
which must be provided via written notice or via online delivery 
when the customer is connected to the online account from an IP 
address or online location from which the business or public entity 
knows the customer customarily accesses the account.



Lockdown Your Phone

• Enable Encryption

• Anti-Malware software

• Lookout

• Kaspersky

• McAfee

• Geo-Locate & Remote Wipe

• Backup Your Data
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Drive Encryption

https://support.apple.com/en-us/HT204837
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-overview


Laptops with Built-In Security
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Notebook Locks

https://www.kensington.com/c/products/technology-device-security-products/device-security-keyed-locks/?srt=relevance


Asset / Recovery Tags
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Asset / Recovery Tags
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3M Privacy Screens
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https://www.carbonite.com/backup-software/buy-carbonite-safe


FIRM POLICIES



• Internet use - http://tinyurl.com/6srzvsg

• Social media

• Document retention

• Secure password – 12 characters, mixed case, at least 
1 number & 1 symbol

• Disaster recovery plan - http://tinyurl.com/3b7sxdn

• Mobile security

Required Policies

http://tinyurl.com/6srzvsg
http://tinyurl.com/3b7sxdn


h
tt

p
s:

//
1

p
a

ss
w

o
rd

.c
o

m
A

N
D

 h
tt

p
s:

//
w

w
w

.l
a

st
p

a
ss

.c
o

m

https://1password.com/
https://www.lastpass.com/


Password Managers

• Too many passwords and logons to 

track

• Strong passwords

• Use different passwords for different 

services

• Holds credit cards

• Holds any kind of personal info
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2-Factor Authentication

Requires 2 authentication factors to 

verify identity

• Knowledge factors – something 

you know

• Possession factors – ID card, 

security token or smartphone

• Inherence factors – biometrics

https://www.sharefile.com/
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2-Factor Authentication

(https://twofactorauth.org) 

https://www.sharefile.com/
https://twofactorauth.org/


Monitor Internet Usage





• Interguard

• Pilixo

• SpectorSoft

• BrowseReporter

Monitoring Programs



HARDWARE SECURITY



• Companies like ProCirrus allow you to:

• Remotely monitor an employee’s usage

• Record actions

• Cut someone off and remotely reboot their computers 

so they can’t get back in

Hosted Servers





WEB & SOFTWARE SECURITY



"A secure email account that the attorney is assured 
protects the content of correspondence.  No attorney 
should use Gmail or other free services that in fact admit 
that they use personal information from email content. 
They should encrypt their client correspondence. Before 
sending sensitive correspondence, they should check by 
phone or text with the client to see what method of delivery 
is preferred."

Avoid Free Email Accounts



"It's all about encryption of the 3 main risk areas for 

data held: data in transit, at rest and in backups.  It 

doesn't matter if it's email, Instant Messages, case 

files, discovery or 3rd party expert communications, 

the principle of encryption is the ONLY way you can 

really satisfy due diligence requirements."

Where Data is at Risk
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Best to Track File Sharing

https://www.sharefile.com/
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• Encryption capability built into:

• Word

• WordPerfect

• Adobe Acrobat

• Power PDF

• Foxit PhantomPDF

• Nitro Pro

Programs with Encryption Included



Encrypt with Microsoft Word
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https://support.microsoft.com/en-us/office/protect-a-document-with-a-password-05084cc3-300d-4c1a-8416-38d3e37d6826#ID0EAACAAA=Windows


Encrypt with Adobe Acrobat
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Pick a Cloud, Any Cloud to Share
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Encrypt Your Cloud

https://www.boxcryptor.com/en/
https://www.sookasa.com/


Wireless Encryption
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https://encrypt.me/
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Additional Tips

• Don’t share your computer with 

anyone.

• Don’t work in a public area.

• Don’t go to strange websites.

• Do purchase malware protection.

https://abovethelaw.com/2020/07/the-simple-practice-inexpensively-keeping-your-computer-safe/?rf=1
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https://krebsonsecurity.com/about/
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Kreb’s 3 Basic Rules 

for Online Safety

https://krebsonsecurity.com/2011/05/krebss-3-basic-rules-for-online-safety/
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Three Rules

1. If you didn’t go looking for it, don’t 

install it!

2. If you installed it, update it…

especially for Windows and macOS

3. If you no longer need it, remove it.

https://krebsonsecurity.com/2011/05/krebss-3-basic-rules-for-online-safety/


• Reliable Backup

• User Training

Data Protection
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Metadata

https://unsplash.com/@markusspiske?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/data?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Metadata is 

Hidden Information

in a File



Metadata Examples (Pitfalls)

• Your name 

• Your initials 

• Your company or organization 

name 

• The name of your computer 

• The name of the network server 

or hard disk where you saved 

the document 

• Other file properties and 

summary information 

• Non-visible portions of 

embedded OLE objects

• The names of previous 

document authors 

• Document revisions (number of 

revisions and duration of 

revisions)

• Document versions 

• Template information 

• Hidden text 

• Comments 



Metadata Pitfalls

• Removing metadata from 

Word 

2010/13/16/19/365 files:  

File menu ► Check for 

Issues ► Inspect 

document

• This Feature is Absent in 

Word for Mac



Metadata Pitfalls

• Removing Metadata from 

PDFs

• Acrobat DC, Tools ►

Redact



Metadata Removal Tools



• DocuSign

• RightSignature

• Adobe Sign

• OneSpan Sign

Digital Signatures



MISCELLANEOUS “SECURITY”



• Replace Computers on a Schedule; Otherwise

• Data loss

• Lose negotiation leverage

• End up with “home” configuration

• Down time

• Miss out on charitable deductions

Don’t Wait for Computers to Die
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Write a Cookbook

https://unsplash.com/@brett_jordan?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/cookbook?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Document Substantive Processes

• Description

• Who?

• How long?

• Decisions?

• Tools?



Document Administrative Processes

• Accounting (run invoices, post 

payments, bank reconciliation, pay bills, 

etc.)

• Payroll

• Benefits (retirement plan, health 

insurance, life insurance, etc.)

• Taxes (retirement plan, health insurance, 

life insurance, etc.)



Embezzlement



• If a lawyer leaves, can you…
• Produce his/her case list?

• Re-create a case history?

• Find all email related to a case?

• Find all documents related to a case?

• Determine status of a case?

• If not, you have a problem

People Leave / Get Sick



• If something happens to you, can others…
• Produce your case list?

• Re-create a case history?

• Find all email related to a case?

• Find all documents related to a case?

• Determine status of a case?

• If not, you have a problem

Protect Your Firm



• Internal Contact List

• Make full inventory of all hardware, software, 

equipment, get makes, models, serial numbers –

take photos

• Cash set aside or line of credit

Disaster Preparedness



• Bank records & blank checks

• Predetermined place to meet

• Business interruption insurance

• Cyber insurance

• Disability insurance

Disaster Preparedness (cont)



Disaster Preparedness (cont)

• Client contact list off-site –
let them know what’s going 
on

• Redundant calendars –
smartphones – Exchange

• Basic set of office supplies 
kept at someone’s house

• Names and addresses of 
critical people – accountant, 
lawyer, insurance agent

• Durable POA for bank accounts

• Durable POA to sign tax 

returns

• POA form for each financial 

institution

• List of computer passwords

• ID numbers (SSN, etc.)



• Names and addresses of critical people –

accountant, lawyer, insurance agent

• Your own estate plan

Protect Your Firm



Jeffrey Schoenberger, Esq.

jschoenberger@affinityconsulting.com

(614) 602-5491


