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Security is Only as Good as 
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https://tcms.njsba.com/PersonifyEbusiness/Resources/PracticeHQ.aspx


THE MODERN LANDSCAPE



What Has Changed in the Last 15 

Years?



Speed



Electronic Resources



Electronic Forms - Federal
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Data Loss or Disclosure

https://unsplash.com/@bermixstudio?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/crime?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText










Data Loss or Disclosure

Å Human Error

Å Hardware Failure - Flaw or Defect

Å Fire or Natural Disaster

Å Temperature

Å Virus / Ransomware / Malware

Å Synchronization Issues

Å Criminal Acts of Others (hackers, etc.)

Å Malicious Acts of Employees



Deal With Incredible Amounts of Electronic Data
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You Normally Work Out of an Office
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https://unsplash.com/@steve3p_0?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/work-outside?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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https://unsplash.com/@chappelldigitalmarketing?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/work-outside?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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https://unsplash.com/@sejadisruptivo?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/work-outside?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Now?
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https://www.cartoonmovement.com/cartoon/64504
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Rules of Professional 

Conduct

https://unsplash.com/@tingeyinjurylawfirm?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/rule?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


RPC 1.6(a) õConfidentiality

A lawyer shall not reveal information 

relating to the representation of a 

client unless the client consents after 

consultation , except for (1) disclosures 

that are impliedly authorized in order 

to carry out the representation, (2) 

disclosures of information that is 

generally known,



RPC 1.6(f) õConfidentiality

A lawyer shall make reasonable efforts

to prevent the inadvertent or 

unauthorized disclosure of, or 

unauthorized access to , information 

relating to the representation of a 

client.



RPC 1.6 õComment

Paragraph (f) requires a lawyer to act 

competently to safeguard information , 

including electronically stored information , 

relating to the representation of a client 

against unauthorized access by third 

parties and against inadvertent or 

unauthorized disclosure by the lawyer or 

other persons or entities who are 

participating in the representation of the 

client or who are subject to the lawyerõs 

supervisioné



RPC 1.6 õComment (cont.)

The unauthorized access to , or the inadvertent or 

unauthorized disclosure of, confidential information 

relating to the representation of a client does not 

constitute a violation of paragraph (f) if the lawyer has 

made reasonable efforts to prevent the access or 

disclosure. Factors to be considered in determining the 

reasonableness of the lawyerõs efforts include, but are not 

limited to, the sensitivity of the information , the likelihood 

of disclosure if additional safeguards are not employed, 

the cost of employing additional safeguards , the difficulty 

of implementing the safeguards , and the extent to which 

the safeguards adversely affect the lawyerõs ability to 

represent clients (e.g., by making a device or important 

piece of software excessively difficult to use).é



RPC 1.6 õComment (cont.)

éA client may require the lawyer to 

implement special security measures 

not required by this Rule or may give 

informed consent in writing to forgo 

security measures that would 

otherwise be required by this Ruleé



Rule 5.1 õResponsibilities

(a) Every law firm, government entity, and organization 

authorized by the Court Rules to practice law in this 

jurisdiction shall make reasonable efforts to ensure that 

member lawyers or lawyers otherwise participating in the 

organization's work undertake measures giving 

reasonable assurance that all lawyers conform to the 

Rules of Professional Conduct .

(b) A lawyer having direct supervisory authority over 

another lawyer shall make reasonable efforts to ensure 

that the other lawyer conforms to the Rules of Professional 

Conduct .



Rule 5.1 õResponsibilities

(c) A lawyer shall be responsible for another lawyerõs 

violation of the Rules of Professional Conduct if:

(1) the lawyer orders or ratifies the conduct 

involved ; or

(2) the lawyer having direct supervisory authority 

over the other lawyer knows of the conduct at a time 

when its consequences can be avoided or mitigated but 

fails to take reasonable remedial action .



Rule 5.3 õNonlawyer Assistance

With respect to a nonlawyer employed or retained by or 

associated with a lawyer :

(a) every lawyer, law firm or organization authorized by 

the Court Rules to practice law in this jurisdiction shall 

adopt and maintain reasonable efforts to ensure that the 

conduct of nonlawyers retained or employed by the 

lawyer, law firm or organization is compatible with the 

professional obligations of the lawyer .



Rule 5.3 õNonlawyer Assistance

(b) a lawyer having direct supervisory 

authority over the nonlawyer shall 

make reasonable efforts to ensure 

that the personõs conduct is 

compatible with the professional 

obligations of the lawyer ; and



Rule 5.3 õNonlawyer Assistance
(c) a lawyer shall be responsible for conduct of such a 
person that would be a violation of the Rules of Professional 
Conduct if engaged in by a lawyer if:

(1) the lawyer orders or ratifies the conduct involved ; or

(2) the lawyer has direct supervisory authority over the 
person and knows of the conduct at a time when its 
consequences can be avoided or mitigated but fails to take 
reasonable remedial action ; or

(3) the lawyer has failed to make reasonable 
investigation of circumstances that would disclose past 
instances of conduct by the nonlawyer incompatible with the 
professional obligations of a lawyer, which evidence a 
propensity for such conduc t.



\mfy Htsxynyzyjxî

Å Reasonable Efforts

Å Acting Competently



Confidentiality

Å Information is Either Confidential or Not

(Itõs Not a 1 to 10 Scale)

Å Lawyers are Not Qualified to Judge 

Sensitivity of Client Data or Likelihood of 

Disclosure

Å If lawyers find it too expensive or difficult 

to protect client data, then they 

shouldnõt be in possession of it.
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No Reasonable 

Expectation of 

Privacy in Email

https://unsplash.com/@onlineprinters?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/email?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Reasonable Steps

You need to understand

the risks & benefits of relevant technology.



Reasonable Steps (cont.)

ÅDo you have the right 

software ?

ÅAre the instructions written 

down ?

ÅDoes the person doing it 

know how ?



Reasonable Steps (cont.)

If youõre a supervising lawyer, 

you must ensure that:

ÅAll subordinate lawyers are 

following protocol (Rule 5.1)

ÅAll non lawyers associated 

with you are following 

protocol (Rule 5.3)





PDF Files are Editable

Not Changeableé

Only if You Lock Them .



Reasonable Steps (cont.)

Tech Competency Training:

ÅHow to remove metadata from a Word file

ÅHow to redact something on a PDF

ÅHow to run a redline

ÅHow to e-file

ÅHow to Bates number documents

ÅHow to edit complex documents

ÅHow to conduct electronic legal research

ÅHow to look up information on internal systems



Some Statistics

Percentage of lawyers who use mobile devices for law -

related tasks while away from primary workplace:

Å91% use a smartphone

Å49% use a tablet

Å84% use a laptop



Cell Phones

36% of people have lost a smartphone due 

to theft or carelessness



Encryption Defined

Encryption is the process of converting data to an 

unrecognizable or 'encrypted' form . It is commonly used 

to protect sensitive information so that only authorized 

parties can view it. This includes files and storage devices, 

as well as data transferred over wireless networks and the 

Internet.

é

An encrypted file will appear scrambled to anyone who 

tries to view it. It must be decrypted in order to be 

recognized. Some encrypted files require a password to 

open, while others require a private key, which can be 

used to unlock files associated with the key.



RECOMMENDATIONS



New Jersey Breach Notification Law

ÅPL 2109, c.95

Personal information includes:

Å Social Security number.
Å Driver's license number or state-identification card number.
Å Account number or credit or debit card number, in combination 

with any required security code, access code or password that 
would permit access to an individual's financial account.

Å User name, email address, or any other account holder identifying 
information, in combination with any password or security 
question and answer that would access to an online account.



New Jersey Breach Notification Law

Notice may be provided by one of the following methods:

ÅWritten notice; or

ÅElectronic notice, if the notice provided is consistent with the 
provisions regarding electronic records and signatures set forth in 
15 U.S.C. § 7001 (E-SIGN Act).

ÅFor breaches involving online account credentials only, in 
άŜƭŜŎǘǊƻƴƛŎ ƻǊ ƻǘƘŜǊ ŦƻǊƳΦέ

ÅExcept for breaches involving credentials for an email account, 
which must be provided via written notice or via online delivery 
when the customer is connected to the online account from an IP 
address or online location from which the business or public entity 
knows the customer customarily accesses the account.



Lockdown Your Phone

ÅEnable Encryption

ÅAnti -Malware software

ÅLookout

ÅKaspersky

ÅMcAfee

ÅGeo -Locate & Remote Wipe

ÅBackup Your Data
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https://support.apple.com/explore/find-my
https://www.google.com/android/find?u=0
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Drive Encryption

https://support.apple.com/en-us/HT204837
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-overview


Laptops with Built -In Security
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Notebook Locks

https://www.kensington.com/c/products/technology-device-security-products/device-security-keyed-locks/?srt=relevance


Asset / Recovery Tags
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https://homeoffice.absolute.com/features/#locate


Asset / Recovery Tags
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https://returnmetags.com/


3M Privacy Screens
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https://www.3m.com/3M/en_US/company-us/all-3m-products/?N=5002385+8710873+8711017+8725356+3294857497&rt=r3
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https://www.carbonite.com/backup-software/buy-carbonite-safe


FIRM POLICIES



Å Internet use - http://tinyurl.com/6srzvsg

Å Social media

Å Document retention

Å Secure password ï12 characters, mixed case, at least 
1 number & 1 symbol

Å Disaster recovery plan - http://tinyurl.com/3b7sxdn

Å Mobile security

Required Policies

http://tinyurl.com/6srzvsg
http://tinyurl.com/3b7sxdn
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https://1password.com/
https://www.lastpass.com/

