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other resources available to you as a NJSBA member.
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Fewer Safeguards

In general, the office is a more
controlled environment.

The firm controls who is allowed in
A receptionist greets visitors
Security alarms and cameras

Fire protection

Power backup

Photo by Jametlene Reskp on Unsplash



https://unsplash.com/@reskp?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Non-Standard Equipment

Unless you provide standard
equipment to your work from home
team, you have very little control over
what equipment they use.

Computers
Phone systems
Scanners
Printers
Networking
Postage meters

Less Secure

Most home computer users are far less
concerned about cybersecurity.

Home computers lack anti-virus or it is
never updated

Home computers lack proper passwords
Home computers lack encryption

Home wi-fi is not configured or secured
properly

Family members have access to home
computers

Home networks see everything else on the
network
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Photo by Hennie Stander on Unsplash
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Less Supervision

When someone is working from
home, there is only so much you can
do to ensure:

They are actually working

They are following firm guidelines
regarding cybersecurity

They are securing their work area
They are keeping unauthorized people Photo by Avi Waxman on Unsplash
away from their work area

Working from Home

While it has a host of benefits, working from home
has significant implications for several of the most
basic legal ethics obligations including:

Competence
Confidentiality
Duty to Supervise
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Ethics of Working from Home

The Rules Don’t Change!

Ethics of Working from Home

If Anything,
You Need to be More Careful
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REASONABLY
PRUDENT
PERSON

Rule 1.1.
Competence
A lawyer shall not:

(a) Handle or neglect a matter entrusted to the lawyer
in such manner that the lawyer's conduct constitutes
gross negligence.

(b) Exhibit a pattern of negligence or neglect in the
lawyer's handling of legal matters generally.
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Rule 1.1

Comment 8

To maintain the requisite knowledge and skill, a lawyer should
keep abreast of changes in the law and its practice, and changes
in communications and other relevant technologies, engage in
continuing study and education, and comply with all continuing
legal education requirements to which the lawyer is subject. See
Rule 1.1 Comments [18] and [19] to Rule 1.6. (*Emphasis added.)
Comment 8

Adopted April 2016

* ABA Model Rule reads “including the benefits and risks
associated with the relevant technology”

Centralize & Secure: Cloud Options

Two components: =

Content Elevated

o Software as a Service (“SaaS”) @ .
Clio

o Infrastructure as a Service (“laaS”)
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How fast can you answer this?

My Survey - Lebowski

7y Paul Unger ) Reply | & ReplyAll —> Forward
y

4 To Paul Unger Tue 12/8/2020 2:26 PM
Y4 g

Can you please send me a copy of the survey performed in 2007 from the Broad Street purchase? Thanks!

Warmest regards,
Paul J. Unger, Esq. | Partner

A Affinity

CONSULTING

614.340.3444 | 614.602.5572 (direct dial) | 614.580.6852 (cell)
unger @affinityconsuiting.com

www.affinityconsulting.com

How many places must you look?

Closed File Network Drive Dropbox Email My Desktop
Room
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0 Seconds — One Place

10
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Organize Your Docs & Email

Save to a document management system

netdocuments
@ iManage

Search Program or DMS

netdocuments-

V& .\
(
\

U)orldox

11
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Search Software

Windows Search Program Candidates
+ X1 Search - $79/yr

«  Copernic Desktop Search Advanced - $33/yr
« dtSearch - $250
*  Windows Search

@
Onebrive

/// copernic

Search Software

Apple/Mac Search Program Candidates
»  Spotlight Search (macOS)
+ EasyFind: Free
*  HoudahSpot: $34

@ ®  Q HoudahSpot o >

Refine Results
Name B comns B +[x]|Neme
ToxtContent [  contains prefixes [

Contentkind [J s B -Avy [*]

Locations

User home foider %]

Exclude locations
Limit

10'000 most B recently opened B

~ Kind

12
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Encrypted Cloud - Tresorit

e You Hold the Key

tresorit

Find the Tresorit plan that's right for you
For individusl

Business Standard Business Plus Enterprise
The basics of secure collaboration. Enhanced control and security, Enterprise-lavel security, scalability and integration.
Starts from 3 users. Starts from 3 users s from 50 users.

th 1 y uter | month, billed annually Tailored for your requirements
Buynow Sl By now o fories
[ Tresorit eSign 7 [ Tresorit eSign o GDPR Compliant
(J Tresorit Email encryption for Outlook () Tresorit Email encryption for Outlook 7 % On (80)

»  Scoleable encrypled storage

GDPR Compliant

GDPR Compliant
®  20GB maximum file size

Single Sign-On (550)

178 of encrypted storage per user
Advanced integration, admin and file sharing

MIPAA Compliant .
options A

5G8 maximum file size

13
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Encrypt Your Cloud

/@ CRYPTOMATOR

Alternative to Boxcryptor, the former recommendation that was purchased by Dropbox

14


https://cryptomator.org/blog/2022/12/08/boxcryptor-shuts-down-find-your-cloud-encryption-alternative/

Rule 1.6
Comment

9/19/23

Rule 1.6
Confidentiality of Information

(a) A lawyer shall not reveal information relating to the
representation of a client unless the client gives
informed consent, the disclosure is impliedly
authorized in order to carry out the representation,
or the disclosure is permitted by paragraph (b).

(f) A lawyer shall make reasonable efforts to prevent

the inadvertent or unauthorized disclosure of, or
unauthorized access to, information relating to the

representation of a client.

Paragraph (f) requires a lawyer to act competently to safeguard
information, including electronically stored information, relating to the
representation of a client against unauthorized access by third parties
and against inadvertent or unauthorized disclosure by the lawyer or
other persons or entities who are participating in the representation of
the client or who are subject to the lawyer's supervision. See Rules 1.1,
5.1 and 5.3.

15
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The unauthorized access to, or the inadvertent or unauthorized
disclosure of, confidential information relating to the
representation of a client does not constitute a violation of
paragraph (f) if the lawyer has made reasonable efforts to
prevent the access or disclosure. Factors to be considered in
determining the reasonableness of the lawyer's efforts include,
Rule 1.6 but are not limited to, the sensitivity of the information, the
Comment likelihood of disclosure if additional safeguards are not
employed, the cost of employing additional safeguards, the
difficulty of implementing the safeguards, and the extent to which
the safeguards adversely affect the lawyer's ability to represent
clients (e.g., by making a device or important piece of software
excessively difficult to use).

. It’s Not 1990!

. Written Information Security Policy

. Key Practices & Technology

16
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e Symantec Drive Encryption E
e Dell DDP Enterprise disk encryption GTSecuriKey

The Cross-Platform Security Leader

e SecuriKey Pro

e AlertBoot ertBoot

e SecureDoc Full Disk Encryption Secursboc I

DISK ENCRYPTION

e Windows BitLocker i
H A

e Mac FileVault ' s?
$ 8 ‘j'i S

Turning On BitLocker

1. Windows Key > type "BitLocker” > open Manage BitLocker
2. Turn on Windows BitLocker

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

O For your security, some settings are managed by your system administrator.

Operating system drive
Turn On or Off
C: BitLocker on HERE

o 4 & Suspend protection
: \’ 9 Back up your recovery key

& Turn off BitLocker

BitLocker

17
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Turning On FileVault

1. System Settings > Privacy & Security
2. Turn on FileVault

#) S H0°0 AW aws
28 FP 3 °

Y o e

M 'y
li{f{\\k) - N\

18
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Notebook Locks

¢y BACKBLAZE

CARBONITE¢

19
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/ABSOLUTE

Asset / Recovery Tags

HOME &OFFICE Features Products tions Partners

A deeper level of protection. A higher level of
confidence.

That's what you get with the only security solution that both
locates your missing device and gets it back to you. And it's
virtually tamper-proof. Our patented Persistence technology
can survive a factory reset or hard wipe.

Hardware Encrypted Hard Drives & Flash Drives

g Elcvlén E PRODUCTS

Award Winning FIPS Validated

SOLUTIONS INDUSTRIES COMPANY MEDIA SUPPORT REQUEST EVALUATION

Reduce the stress of working remotely. Protect your files during COVID-19 with the most secure drives.

We have the solution.

4
7
0 o

SECURE DRIVE SECURE DRIVE

aSN 3UNO3S

20
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sset / Recovery Tags

ReturnMe’ PACKS  LUGOAGE  KEYS MOBILE  TOUCH-AlD Q W

g -

ReturnMe Packs

Protect more of your items with ReturmMe packs, which bundle many of our most popular recovery tags while affering you

valuable savings.

S =
&= = 298,

Gaciget Pack - $19.99 Starter Pack — $19.99 Travel Pack — $59.99

L

\ A S

‘|z
©e=Z B335 0

enenen =

£€0no Pack ~ $94.99 Famity Pack - $50.99 Breast Cancer Awareness Combo Pack

=)

948574

10873+8711017+87253

002385+

-ys/all-3m-products/2N:

m/3m/en U

3m

hitos:

SM Privacy Screens

Filter Results By = . ’ 250 Rowwits
Product Family ¢

Frammd Black Privecy ()

Gkt ey 7 Privacy Products
o iy vy i 3

Back Privacy 067) ﬂ v
Ans-Ghare (3 hachers.

e -Cleer (5) Find 0 product LA your device >

Device Type -
Momaon (34
Laghops 10)
Tobdets (4
Sarphones 29

o Avadable tor most devices, brande and screen sres

Advanced privacy. Enhanced clarity.

o M By

High Clarity Privacy

21


https://returnmetags.com/
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A client may require the lawyer to implement special security

measures not required by this Rule or may give informed

consent in writing to forgo security measures that would

otherwise be required by this Rule. Whether a lawyer may be

required to take additional steps to safeguard a client's

information in order to comply with other law, such as state and
Rule 1.6 federal laws that govern data privacy or that impose notification
Comment requirements upon the loss of, or unauthorized access to,

dl S electronic information, is beyond the scope of these Rules.

For a lawyer’s duties when sharing information with nonlawyers

outside the lawyer’s own firm, see Comments to Rule 5.3.

Secure Sharing

e Share files securely with
someone outside of your
organization

e Share exactly what you need to
share and nothing else

e Share in the way you intend to
(read only, download, edit, etc.)

e Disable sharing at any time or
with an automatic expiration
date

Photo by Markus Winkler on Unsplash
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Email Encryption

e Send email that is readable to
only the intended recipient

e Email is encrypted in transit

e Require a password to open the
email or access the linked
documents

e Attached documents remain
encrypted in the cloud and are
on|y unlocked with the password Photo by Markus Spiske on Unsplash

Client Portals

Don Draper invites you to view a shared
message using Clio Connect.

23
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A Affinity AtfinityL...

owwn L @ £#H =

00106-Liberty Mutual Insurance2013

Liberty Mutual - Mark Sanchez v. Bleacher Report Claim number 123ABC

Details Clont Contact

Matter Detall

Details

Client Refererce Number
Responsible Attorney
Originating Attorney
Practice Area

Working Attorey
Defendant

Date of Interview
Billing Quarter
Fiing Date
Billing Month

Legacy Number

Torms of Service | Privacy. Potey | Blog

Glaim Number 173ABC

Stoven Bost

Civi Lisgaton

San Franciseo

B Gmer

025082017

Open Date
Pending Date
Closa Date

Umitations Date

Date of Incident

Matter Comploxity

Office Location

Bating Frequency

060572043

05162014

Lorty Mutual nsurance

010772017

Work with your lawyer
from anywhere

Stay on top of your case with
real-time updates from your lawyer.

Scan and upload
documents from
your device

Use the built-in scanner
to easily share documents.

Communicate
privately

Send and receive messages
with your lawyer.

24
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9)

@ I

1m1:259 "

My case

00106-Liberty Mutual Insurance2013
Messages °
1unread

Jeffrey Schoenberger 11:25 AM
Please review this checklist

Documents
11to view

E‘j Checklist - Document Automation.docx °

Re 11:25 AM

ved today

2, Send document
My law firm
Affinity Law

ANty 453 Tost

0, FL United States 3.

Y, call B Email

Lar

~
6’_ Steven Best

finding what you need in this app?

Give feedback

11:259 W T .

Messages

1 1new message

ing of your

Affinity Law

Jeffrey Schoenberger 11
Please review this checklist

@r ist - Doc ion.docx @

@ Attach

1n:259 "

9)
[

< My case
Documents

Today

c ist - ion.docx
® .
Received today at 11:25 AM

X, Send document
—

1259 W T -
< Documents 0

Checklist - Document Automation.docx

00106-Liberty Mutual Insurance2013

Received from Jeffrey Schoenberger Mon, May 23 at
11:25 AM

e Jeffrey Schoenberger
Please review this checklist

Tip: Zoom in by pinching out on the

3 Dismiss
document preview below.

PRAL Lka
A
“ETTING = “UMEN
UTOMATION - CHECKLIST

Introduction

Most atiorneys arc not familiar with document automation. For
attorncys who spend thewr days drafting documents, mast start
with the Last document of that type they dicd, and begin editing
from there. This approach & incficknt for several reasces:
1) you must remember what chent for which you did the
relevast document; 2) you must find those documents; 3) you
must make every edit manually, incloding casily-missed fems
bke proscuns or verb conjugations; and 4) you may inclade
unintended napplicable  provisions  or
“compromised” document bocase the last docsment had been
nepotiated with opposing commsc

There is a better way 10 deaft. This cheeklist walks you theough
the creation of “gold-standand templates.” Fancy name aside, 8
gold-standard tomplase i 3 single word processor document
contasming all of the peovisions, required and optional, that you
wish 0 include foe a given document. For example, if you dr
operating agroements, perhaps you caently have sey
cumples of single member, single shareholder, mel
members, mmhtiple sharcholders, and documents with difk

tax peovisions. The goal is %o create coe LLC and one corporate
operating agrecment, which serve as your starting point when
drafling an opers

25
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Rule 5.1.
Responsibilities of Partners, Supervisory Lawyers, and Law Firms
(a) Every law firm, government entity, and organization authorized by
the Court Rules to practice law in this jurisdiction shall make reasonable
efforts to ensure that member lawyers or lawyers otherwise participating
in the organization's work undertake measures giving reasonable
assurance that all lawyers conform to the Rules of Professional
Conduct.
(b) A lawyer having direct supervisory authority over another lawyer
shall make reasonable efforts to ensure that the other lawyer conforms
to the Rules of Professional Conduct.
(c) A lawyer shall be responsible for another lawyer's violation of the
Rules of Professional Conduct if:

(1) the lawyer orders or ratifies the conduct involved; or

(2) the lawyer having direct supervisory authority over the other

lawyer knows of the conduct at a time when its consequences can

be avoided or mitigated but fails to take reasonable remedial action.

26



Rule 5.3
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Rule 5.2.
Responsibilities of a Subordinate Lawyer

(a) A lawyer is bound by the Rules of Professional
Conduct notwithstanding that the lawyer acted at the
direction of another person.

(b) A subordinate lawyer does not violate the Rules of
Professional Conduct if that lawyer acts in accordance
with a supervisory lawyer's reasonable resolution of an
arguable question of professional duty.

Rule 5.3.
Responsibilities Regarding Nonlawyer Assistance
With respect to a nonlawyer employed or retained by or associated with a lawyer:

(a) every lawyer, law firm or organization authorized by the Court Rules to
practice law in this jurisdiction shall adopt and maintain reasonable efforts to
ensure that the conduct of nonlawyers retained or employed by the lawyer, law
firm or organization is compatible with the professional obligations of the lawyer.

(b) a lawyer having direct supervisory authority over the nonlawyer shall make
reasonable efforts to ensure that the person's conduct is compatible with the
professional obligations of the lawyer; and

(c) a lawyer shall be responsible for conduct of such a person that would be a
violation of the Rules of Professional Conduct if engaged in by a lawyer if:
(1) the lawyer orders or ratifies the conduct involved;
(2) the lawyer has direct supervisory authority over the person and knows of
the conduct at a time when its consequences can be avoided or mitigated
but fails to take reasonable remedial action; or
(3) the lawyer has failed to make reasonable investigation of circumstances
that would disclose past instances of conduct by the nonlawyer incompatible
with the professional obligations of a lawyer, which evidence a propensity for
such conduct.

27
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Secured Work Area

e Require your users to work in a \
space that is reasonably secure ’ - Hith
. I
e Closed door for private phone calls
~ b %
e Locked room to secure equipment : T
and your client data i 2

e It might seem inconvenient but it's
your business, license and
livelihood on the line

Photo by Nic Y-C on Unsplash

Home Wireless Routers

e No WEP Encryption
e At Least WPA2 Encryption
(WPA3 is coming; software update to some routers)

28
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AntiVirus / Malware Protectio

e Carbon Black
e New AI Based

Windows Defender
Malwarebytes
Norton 360

McAfee

AVG

Working on updates
20% complete
Don't turn off your computer

29
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Password Management

Password Managers

+ Too many passwords and logons to track

+ Strong passwords

+ Use different passwords for different services
+ Holds credit cards

* Holds any kind of personal info

30
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Password Managers

1Passw® bitwarden

& dashlane = RoboForm

A

S —

2-Factor Authentication

e Requires 2 authentication factors to verify identity
¢ Knowledge factors — something you know
e Possession factors — ID card, security token or smartphone

e Inherence factors — biometrics

31
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2FA Directory

https://2fa.directory

Categories
® @ o
Backup and Sync Banking Betting Cloud Computing
o B <S> &
Crowdfunding Cryptocurrencies Developer Domains

Communication

Education

B

Twilio Authy

Free

2]

6 ‘0 v

Facebook:john@acme.com

facebook

@ '3 A

2)

32
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2 Factor Authentication Apps

« Authy by Twilio

« Google Authenticator

« Microsoft Authenticator
« Duo Mobile

Educate Users

e Phishing Scams

e Don’t Click on Unknown Links!
e Call Before you Click!

e Imposters are Tricky

e Be Slightly Paranoid

33



9/19/23

\ ,, Takeaways

Working from home is here to stay

Competence requires using modern technology designed for
remote work

Confidentiality requires we secure client data on our computers
whether they are in the office or at home

Proper supervision of your users includes knowing what technology
they are using from home and that they are using it properly

34
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How to Start Using ChatGPT

e Create an OpenAl
account

e Go
to chat.OpenAi.com and
register for an account
with an email. You need
to create an account to

log in and interact with
ChatGPT

e Premium account
$20/month

A

-

35
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Simplifying legalese for clients Research

Draft documents, emails,

Marketing — blogs, ., contracts, briefs

podcasts, SEO

friendly copy. L Draft deposition
compelling | = ) i} questions
headlines, = W,

scripts V Predictive :

analysis

Meet your new Al legal assistant

36
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CaseText CoCounsel

Skills

Search a Database

»

Caution! ChatGPT can be wrong

e It said that lawyers had no duty to be competent with their

technology - it is still learning!
e Update: One week later, the answer has changed and it now

cites legal ethics rules

CAUTION

37
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Metadata

Photo by \adus Saisk on Uosala

gelAtiribute

appendChild
5

wcapt
push
i length

ia

)

ka

ClassName
id

function
option selected='
querySelectorAll
push!"na 5 3

tolowerCase

* e

getAttribute

re

length while

‘¢ lassName ™

getE lement sByName

LIS ST var

getElementsByTagName

*turnundefine eof

option></select

checked
17

length push ":chec
querySelectorAll
call “div" call

replace

querySelectorAll

attributes

length

QuerySe

querySelecto

length
push
contains
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Metadata is
Hidden Information
in a File

Metadata Examples (Pitfalls)

Your name
Your initials

Your company or organization
name

The name of your computer

The name of the network
server or hard disk where you
saved the document

Other file properties and
summary information

Non-visible portions of
embedded OLE objects

The names of previous
document authors

Document revisions (number
of revisions and duration of
revisions)

Document versions
Template information
Hidden text

Comments

39
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Metadata, Pitfalls

* Removing metadata from spect Document
Word 19/21/365 files: L
File menu » Check for '_m
Issues P Inspect © i e
document %%gﬁﬂmmmmmﬁﬁ

* This Feature is Absent in Gk Compitlly syt P
Word for Mac

Metadata Pitfalls
* Removing Metadata from ms:

PDF's
« Acrobat DC, Tools »
Redact

E‘b Remove Hidden Informat

ion

o

‘:"7 Sanitize

Document

Examining document...Done
——

Results:

4=l

£ Loan Pre Qualification Form.p -
' Metadata (1 item)
' Hidden text (1 page)

. »

Acrobat has examined your
document and found this
information. Click Remove to
remove all selected items.

Remove

40
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Security Tech

Scribe™

2 ek Taska®

3 Cuck “Masline Company™

STEP 2/ MAGICI
Your step-by-step guide is
automatically generated

Scribe automatically creates a how-to guide,
complete with screenshots, instructions and
clicks.

41
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Screenpresso ($30) [or Snaglt]

Image and Video Screen Capture

Image and Video screen capture

Time saver for explaining something to your colleagues and clients

“A sereenshot is worth a thousand
words!”

Screenpresso captures your desktop (screenshots
and HD videos) for your training documents,
collaborative design work, IT bug reports, and
more...

Screenpressois a NEW Light-weight screen grab
tool with built-in image editor, user guide generator
and sharing options.

Y Get Screenpresso for FREE
All Windows versions
A

TextExpander

A
g /’» textexpander
]

&}

Snippet
;@jrs

Expanded Text

Jeffrey Schoenberger

See how TextExpander benefits your team and Enterprise - LEARN MORE

A

42
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TextExpander

“Autotext” entries on an iPhone/iPad ($3.39/month)

< Sample Snippets Edit & Edit Snippet
:
aaddr M
123 Market Strest St
gﬁgw U} Best regards,
dnthx ™ Joarre Sonith
Doir HIILEXLARTO=POrION NAME:WIdH=25%, a Senior Vice President
o Acme, Inec.
sig +
Cheers, U}
S h
Yous sincerely, (U}
sig3 £y
Best regards, o
sms1 N
I'm roneing late. Ba thare socn. -
sms2 4
Trathc is torrible. Il be late, Sorry (U] Format
sms3 t
1100901 ol abowt Our appointment. Can we reschedule? - Text Colo'
ttel M
a5-85851212 a
o th size
Thank you very much! ()
xdate F 3
HHNMNS a -

Scan to PDF from Your Phone

L A
o v

/’—\ 943y w T-

Last week

= Willdocx £
B Aoty +Templates
Lagme Lagil Méatar lntarvibwcap:s
Choose Photo or Video @ 2 Moty Tepleton
Take Photo or Video @
0 o a Beaman, Mark.anx F
Scan Documents o) - il
- INPROGRESS 2..d Circuit Brief.docx
Scan Text ® a Alfiity + 1 Goler, Frank. -
B A &= @

B Upload photos
Church 1
[ Creste or upload file
QWERTYU I OFP
M Scan document
AlISIDIF|GIH}JIK]|L
O Transtor files
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7 @ Toke photos
123 space raturn.

© Y

@ Recoed audio
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Readd e

Scanner Pro

‘ Seanner Pro - OCH Scanring B Fax scanner Pro
4‘7 The best iPhone and iPad scanner app

Froe download

Editors’ Choice

www.readdle.com

T‘l .SUBJECT OF THE CONTRACT

1.1. Client entrusts, and Contractor takes the responsibility of giving
the following consulting services in the information technology area

at it's own discretion to be paid byClienI:l
13 Srven ey st 1 ey A

....... s prarwom @ 1o et o4 Corpt v
e by U ey e wpdenry a
o

Stitching Text Messages Together...

Step 1: Take Screenshots Step 2: Stitch Them Together

Volume Up

—

I Power Button

Create tall images

SHitch 1! alows you 10 create seamiess images

Crop and align your
screenshots

Eany-10-une ook stow you to perfectly lioe vp
e searms of your screenshots before sttching

Capture long screenshots =
with your iOS and Android Device! — )

[ 3 AppStore P oogk
Redact private
information

Rindact phone numbers, aames, and other bits
of private iedcrmation before yeu share your
image with the world!

www.stitchitapp.com
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Easy-
Peasy
“PriﬂT” 'I'O
PDF on the
iPhone &

'

ﬁb&ﬂuolﬂhw
Davy Digest Your |
Ktole $3I of £1

® PinHawk  ay,
_Nobutsabou(

daily theoe A |

how it 1y

Technolo...
bqls; Flashpoinr, L.

© e

'S the victim of g
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Creating PDFs from Word

Opbens T X
B Acrobat for Lawyers » Adobe Bl 500 oo v
Ogaeze = New fobder s
& Pictures A Name L
Keaming ' Simcn v My Simen Dl T
#P Saved Games Pustish what
7 Sesschar @® pecument
@ SharePoion Decument showing mackul
Inthude ne-printing A ormation
System ] Greate bockmans using:
g Hesaing
Teme Word bookmarks
test [ Decument properties
Ty 4 Dscument strocture tags for accessibilty
B Vides FOF optians
() POFA comgiiant
> G Thi by
This PC [ Brmso test when fonts may not be embedded
v & Wondia v ] tnaypt the document with a password
..... Gaca

A bide Folders

Native Word Interface (without Acrobat)
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Creating PDFs from

Share

A
= A
Brief Exercise Email Pute Addvess Check
3 . Bock Names &S
C » U = obew = Home » HMU Manusls = A¢s
! Crotanes o Sas Teut Names
Share y L L -
Senct s
Artachement -
&%  share with People 2 !
g
L >
X o berone
w  Send Adobe POMIgr Shared A o9 : T
Comeenting s
¥ Present Onkine
F. -
. Senctas
Send by Instant Message Adobe FOF

£ PostioBlog

Ve GO B TP VR

Email from native Word Interfa>ce (without Acrobat)

PDF Security

B QO signin

P quality images, 5,
POF you want to optimize, click the
YoF

fobat X/XI

F: Open the PDF you want to s

nk # File menu * Save

(] Paquien 8 passmerd 10 open the document

@ Mo parewont wil be requred 10 0en the decumert.

[—

he document. A sered i Srder 10 Change These permiisca tettngs

Optiens
Compativdty: | Acrobat 7.0 and later fncryptien Levet  128-be ALS
& Lyt o8 Socument cortents

Cncrypt of document Ucrobuc ¢

Lncrype omly file attachenants (Acscbat 7 and ater compatibie)

© 19 comtents of he document wi e oxcryphed and sesnch engines wil nct be sble 9 access the document's metadeth

e s
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Compare PDFs

I "1 2018-03-21 Acrobat for Litigators & Legal Profe

File

Edit Window Help

Rotatelliew

Page Mvigation

Page Wsplay

Zoom

Tools

9/19/23

Select Files to Compare

Redacting PDFs

e« YOou must use the Redaction Tool.

DO NOT DRAW BLACK BOXES WITH THE

COMMENT TOOLS!

47



9/19/23

Reasonable Steps

You need to understand
the risks & benefits of relevant technology.

1:38-7. Confidential Personal Identifiers

(a) Definition of Confidential Personal Identifiers. A confidential personal identifier
is a Social Security number, driver's license number, vehicle plate number, insurance
policy number, active financial account number, or active credit card number, or
information as to an individual’s military status.

(e) Redaction of Required Personal Identifiers. When confidential personal
identifiers as defined in R. 1:38-7(a) are required by statute, rule, or court order to be
included in documents or pleadings, such identifiers shall be redacted before public
inspection is permitted. This redaction requirement, however, does not apply to driver's
license numbers that the New Jersey Motor Vehicle Commission requires in documents
pertaining to the suspension and reinstatement of licenses.

] Authorities botched attempt to
Redacting PDFs redact report on Florida school
massacre

By Michael Hechtman August 4, 2018 | 9:40pm | Updated

1

MARJORY STONEMAN DOUGLAS

HIGH scHooL

School officials in Florida need to sign up for remedial computer courses.
A

Authorities in Broward County, Fla., tried to literally cover up parts of a report on the b
Parkland school massacre — but failed because they didn't know that the sections they A
blacked out became visible when pasted into another computer file.
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Redaction — Manual

1
2
3
4

. Save your document with a different name
. Mark areas for Redaction

. Apply Redactions

. Save

E' Mark for Redaction v % Apply % Properties E‘L Remove Hidden Information ‘% Sanitize Document X

[__> TRl h ALY IS SUITUSIG 1T U YIS TUDY U WSS Py Sy

[, Pages
£8), Find Text

Iso customize the settings for higher quality images, smaller file sizes,
her scanning issues. Just open the PDF you want to optimize, click the
ment menu ¥ Optimize Scanned PDF.

(&
H
@

D. Shrinking the File Size of an Existing PDF in Acrobat X/XI:

Redaction — Search and Redact

Uncheck Ak

= 20180321 Acrebat fee Lisgutons & Legel Professmensh (00025
o Reduced e POF
v Reduced See POF
o Raduced Sce POF: Open the POF you want 5 shenk * File
7 * Redhaced Sice POF - choose compatitilty * OK. 2. Optin
 Reduced Size POF: Open the PUF you waot 10 shiek - Fie

o2 * Reduced oe POF - chosse compatibisty (recommend

Fadaction Mark Opticos
@ Mark whole wordis) foe redaction
Mark partial woedis) for redaction

Mark Cracked Resuts for Redaction
() Cottapse the paths

Negio.a o Seaech
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Adobe Sign...with Acrobat Pro (s20/mo)

Adobe Sign .

Individuals Teams

Acrobat Standard Acrobat Pro

US$12.99/mo US$19.99/mo

Requires annual commitment

dows only Requires annual commitment

s and Mac

© Annual, paid monthly

Tools to convert, edit, e-sign, and pro Our comprehensive PDF s

jon with full

<o

vert and edit capabilities, advonced

protection, and powerful e-signature features

Popular features Includes every feature in Acrobat Standard,
plus:
v Sign documents, plus collect and track
unlimited signatures v Add custom branding to agreements
v Edit, share, and convert POFs v Create web forms from PDFs
v Password-protect PDFs  Collect payments with Braintree, where
Sea ol fostines available
v Send documents for signature to mull
recipients at once with send in bulk
/' Compare PDFs to easily review differences
v Redact to permanently remove sensitive
nformation
v Convert almost any file format to PDF
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Digital Signatures

DocuSign

Personal $10 / user / mo.

Standard $25 / user / mo.

Business Pro $40 / user /
mo.

9/19/23

E-Signature Comparison Chart (

Adobe Acrobat & -
DocuSign Eversign HelloSign
Sign
Included with
subscription to
Acrobat Stan- Standard starts Pro starts at
dard or Pro,

Standard starts
at $25.00 $39.99 at $25.00
which start at fuser/month /user/month /user/month
$12.99
Juser/month
o Free Tral R ial Free Thr
s wilth NetDocu

30 Day Free Tr

3 with Worldox

Other Inegrations

Google
Drive, Googhe
Chrome, and Zaplor

@ @)

Sends re

Has API

targets larger buss- @
nesses

(Rest - $38) Yos

Tenpltis

Defirnd arder of signing

PandaDoc

Business starts
at $49.00
fuser/month

o Tior & 13 Day

51


https://www.affinityconsulting.com/compare-esignature/

9/19/23

Wireless Encryption

Eric Lawrence &

( romow )
Qericlaw whei LA

Wife wrote a shopping list and entrusted my
Syo to deliver it to me. #infosecmetaphors

10:40 AM - 16 Feb 2018

1786 Retweets 8L S OORO ¢ JOE

Download a Bear and
keep your location and
browsing private

& browsing private

@ Browse the Internet from
another location

© Thefist VPN with
independen »ﬂ“
audited sewurxy
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Additional Tips

e Don’t share your computer with anyone.
e Don’t work in a public area.
e Don’t go to strange websites.

e Do purchase malware protection.

(Brian) Krebs on Security
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Kreb’'s 3 Basic
Rules for Online
Safety

L LCERUNES

1. If you didn’t go looking for it, don’t install it!

2. If you installed it, update it...
especially for Windows and macOS

3. If you no longer need it, remove it.
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Under My Roof® Home Inventory+ <>

Complete Home Organizer
Binary Formations, LLC s

#hkkd A5 «103 Ratings

Free - Offers In-App Purchases

1459
20 items $0.00
Master Bedroom
Q Search
Master Closet (Right)
- T
o 32" TV

EEMBEE
= > EN

Angels

Cabinet

Chair

Chest

Dresser & Mirror

gu: Iy

®

11459 w T -

{ Back & 32" TV +

Select

32" TV

Serial Number: ZAMT3CEC505873J
Make: Samsung
Jodel: Un32EH5000FXZA version TSO1
Quantity: 1

ation: Master Bedroom

Notes (+]

Warranties [+]

B @ B & K

Lawyerist Resources for Solo & Small Firms
[ ing-products-services/

(https://lawyerist.com/field-
Q Lawyerist

Guiding Realthior Small Law Firms

Field Guide

You know buying the right legal tech products and services

will improve your business, but you're not sure where to

\

Our Field Guide is here to help.

guesswork out of researching, purchasing, and

ur law firm. Our Fie

answers your essenti and breaks down the

featun

most important ta your business, 6 you can buy

with confidence

FIELD GUIDE

o
Buying

Products &
Services
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Lawyerist Resources for Solo & Small Firms
(https://lawyerist.com/book/)

Q Lawyerist

ON THIS PAGE

Chapter 9, “Healthy Systems,” Discusses
the Role of Software

SMALL FIRM
ROADMAP

Revisited

The Small Firm Roadmap
Revisited

A Guide to the Healthy
Law Firm of Your Future
Suephanie Brarett & Axcos Stivet

It doesn't have to be that way.

o Lawyerast

A

THANK YOU!

CONSULTING

o ®
Affl n I ty Jeffrey Schoenberger jschoenberger@affinityconsulting.com
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